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3. OSI MODEL & TCP/IP SUITE

What is a networking model?

* A protocol is a set of rules defining how data should be communicated between devices over a network.
* The “languages” that computers use to communicate.

* Since the early days of computer networking, there have been several attempts to define the functions needed for
computers to communicate with each other.
* Often developed by a specific vendor (e.g., IBM) to be used with their own products.
* With a proprietary approach, enabling communications between different vendors’ products was difficult.
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* Astandard is an agreed-upon specification that describes how a protocol or technology should work.
* With vendor-neutral standards, devices of all types can communicate with each other.
* An Apple MacBook can access a website hosted on a web server running Linux.
* A PCrunning Windows can send an email that can be read on a smartphone running Android.

* Early work on the computer networks that would evolve into today’s Internet began in the 1960s.
* The US Department of Defense’s ARPA (Advanced Research Projects Agency) funded ARPANET, which came online
in 1969 to connect mainframes at universities and labs.
* Originally used a protocol called NCP (Network Control Program).

* Vint Cerf and Bob Kahn (working at DARPA) began developing TCP
(Transmission Control Program) in 1974.
* Later divided into two protocols still used today:
* Transmission Control Protocol (TCP)
* Internet Protocol (IP)
* These two protocols form the foundation of the protocol suite
known as TCP/IP today.
¢ ARPANET fully switched to TCP/IP on January 1, 1983.

“Arpanet in the 1970s” = Semaforo GMS, CC BY-SA 4.0, via Wikimedia Commons.

* TCP/IP became dominant over vendor-proprietary solutions at the time because it was published as a set of open
standards that any vendor could implement, and it could run over many different types of networks.

 |[EEE (Institute of Electrical and Electronics Engineers)
¢ Develops many of the technologies used on local area networks:
¢ Ethernet (802.3)
* Wi-Fi (802.11)

< IEEE

¢ |[ETF (Internet Engineering Task Force)
* Open community that defines protocols used on the Internet:
* TCP, IP, UDP, HTTP, DNS, etc.



Layered Models
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From RFC 791, “Internet Protocol”
(1981)
TCP/IP Model
Layer| Name What It Does Examples
5| Application Provides network services to applications HTTP/HTTPS, DNS, DHCP, FTP, SMTP, SSH
4| Transport Provides end-to-end communication and uses port TCP, UDP, ports 80, 443, 53
numbers
3| interent Handles logical addressing and routing between IPv4, IPv6, ICMP, routers
networks
2| Local Network Handles local network delivery using MAC addresses Ethernet, Wi-Fi, switches, MAC addresses
Layer and frames
1| Physical Transmits raw bits across the physical medium Copper cables, fiber optic, radio/Wi-Fi signals,
connectors

Application

o |

port

> Port80 - - | --- Port21

Internet

6 / i \ e Local network 10.1.1.1
ne!work\ ocal networl L

A

pc1 DI [«3]
LJ Physical L-.l Physical w Physical \U

Application layer

Transport layer

swi R1 R2

(3] \"{a|sm
Physical L€ _J  Pphysical

SW2

* Protocols for communication between application processes; create and interpret the data.

* Provides end-to-end communication between application processes using port numbers.

[

Internet layer

* Provides end-to-end communication between hosts across networks using IP addresses and routers.

[

Local Network layer

* Provides hop-to-hop delivery within a local network using MAC addresses and switches.




[ Physical layer

Encapsulation and decapsulation

] * Sends bits as electrical, optical, or radio signals over the physical medium.
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5) Transmit bits over physical medium
Stage / Layer What Gets Added Name of Data PDU Protocol Example
Name
Layer 7-5 Application data Data (payload) L7-L5 PDU | HTTP, DNS, etc.
Layer 4 — L4 header Segment (TCP) or Datagram | L4 PDU TCP / UDP
Transport (ubP)
Layer 3 — L3 header Packet L3 PDU IP
Network
Layer 2 — Data L2 header + trailer Frame L2 PDU Ethernet
Link
Layer 1 - Converted to Bits L1 PDU Ethernet cable,
Physical electrical/light/radio signals Wi-Fi

A PDU is a Protocol Data Unit. Each step of the process is a PDU.
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